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10 CLAIMS 



(57) [Claim(s)] 

[Claim 1] The electronic data protection system which 
protects the electronic data which are characterized by 

15 providing the following, and which were stored in the storage 
used with user side equipment based on the use consent 
from use consent person side equipment It is an electronic 
data decode key for said storage to store the medium 
specific number which specifies the storage concenned as a 

20 meaning in the enciphered encryption electronization data list 
and for said use consent person side equipment decode the 
encryption electronization data stored in said storage. A 
consent information generation means to encipher said 
electronic data decode key based on the medium specific 

25 number stored in said storage, and to generate consent 
infomiation The writeHn means which yvrites the consent 
infonnation generated by said consent information generation 
means in said storage A preparation and said user side 
equipment are a reading means read said consent infomnation, 

30 encryption electronization data, and a medium specific 
number in said storage, a decode key generation means 
decode said consent information k>ased on said medium 
specific number, and generate said electronic data decode 
key, and an electronic data decode means decode said 

35 encryption electronization data based on the electronic data 
decode key generated by said decode key generation means. 
[Claim 3 Said consent information generation means and 
said decode key generation means It has a medium proper 
key generation means to generate a medium proper key 

40 based on the medium specific number stored in said storage, 
respectively. Said consent information generation means It 
has further a decode key encryption means to encipher said 
electronic data decode key based on the medium proper key 
generated by said medium proper key generation means. Said 

45 decode key generation means The electronic data protection 
system according to claim 1 characterized by having further a 
decode key decode means to decode said encryption 
electronization data based on the medium proper key 
generated by said mediuTn proper key generation means. 

50 [Claim 3] Said use consent person side equipment is 
equipped with a different electronic data decode key 
con^esponding to two or more encryption electronization data 



stored in said storage, respectively. Said consent information 
generation means Only the electronic data decode key 

55 corresponding to the encryption electronization data to which 
use was permitted based on the medium specific number 
stored in said storage is enciphered, and consent infonmation 
is generated. Said decode key generation means The 
electronic data protection system according to claim 1 or 2 

60 characterized by generating the electronic data decode key 
corresponding to the encryption electronization data to which 
said consent information was decoded based on said medium 
specific number, and said use was permitted. 
[Claim 4] Said storage is an electronic data protection 

65 system according to claim 1 , 2, or 3 characterized by 
memorizing said medium specific number in the format in 
which rewriting by said user side equipment is impossible, 
[Claim 5] Use consent person side equipment which 
performs use consent of the electronic data stored in the 

70 storage used with user side equipment characterized by 
providing the following The electronic data decode key for 
decoding the encryption electronization data stored in said 
storage A consent information generation means to encipher 
said electronic data decode key based on the medium 

75 specific number which specifies the storage concerned 

stored in said storage as a meaning, and to generate consent 
information, and the writeHn means which writes the consent 
information generated by said consent information generation 
means in said storage 

80 [Claim 6] Said consent information generation means is 
equipped the use consent person side according to claim 5 
characterized by to have a medium proper key generation 
means generate a medium proper key based on the medium 
specific number stored in said storage, and a decode key 

85 encryption means encipher said electronic data decode key 
based on the medium proper key generated by said medium 
proper key generation means. 

[Claim 7] It has a different electronic data decode key 
corresponding to two or more encryption electronization data 
90 stored in said storage, respectively, and equips the use 
consent person side according to claim 5 or 6 who does as 
the description that said consent information generation 
means enciphers only the electronic data decode key 
corresponding to the encryption electronization data to which 
95 use was permitted based on the medium specific number 
stored in said storage, and generates consent information. 
[Claim 8] Said storage is equipped the use consent person 
side according to claim 5, 6, or 7 characterized by memorizing 
said medium specific number in the format in which rewriting 
100 by said user side equipment is impossible. 

[Claim 9] User side equipment which uses the electronic data 
which are characterized by providing the following, and which 
were stored in the storage based on the use consent from 
use consent person side equipment A readir>g means to read 



the medium specific number which specifies the storage 
concerned as a meaning, and the consent infbnnation 
enciphered by the enciphered encryption electronization data 
list in said storage A decode key generation means to decode 
5 said consent information based on said medium specific 
number, and to generate an electronic data decode key, and 
an electronic data decode means to decode said encryption 
electronization data based on the electronic data decode key 
generated by said decode key generation means 

10 [Claim 10] Said decode key generation means is equipped the 
user side according to claim 9 characterized by having a 
medium proper key g^eration means to generate a medum 
proper key based on the medium specific number stored in 
said storage, and a decode key decode means to decode said 

15 encryption electronization data based on the medium proper 
key generated by said medium proper key generation means. 
[Claim 11] Said decode key generation means decodes said 
consent information based on the medium specific number 
stored in said storage, and equips it the user side according 

20 to claim 9 or 1 0 characterized by generating the electronic 
data decode key corresponding to the encryption 
electronization data to which use of two or more encryption 
electronization data stored in the storage concerned was 
permitted 

25 [Claim 12] Said storage is equipped the user side according 
to daim 9, 10, or 1 1 characterized by memorizing said 
medium specific number in the fomiat in which rewriting with 
the user side equipment concerned is impossible. 
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DETAILED DESCKBPTION 



[Detailed Description of the Invention] 
[0001] 

45 [Industrial Application] This invention relates to the 
electronic data protection system which prevents the 
\mauthorized use of the computer software stored in 
the storage, an electronic publishing object, etc., use 
consent person side equipment, and user side 

50 equipment. 

[0002] Generally software is easy to copy. Moreover, 
these illegal copy actions are performed firequently. 



and this obstructed the just profits of a software 
vendor, consequently the vicious circle that the price of 

55 software also must be set up more hi^y has arisen. 
Moreover, it is called for that it is published briskly, 
the problem of copyright becomes still more important, 
and an electronic publishing object in recent years 
prevents these programs and iQegal copies of data. 

60 [0003] 

[Description of the Prior Art] Conventionally, as a 
protection method which protects a program, an 
electronic publishing object, especially software, as 
shown in drawing 14 , there is a method which 

65 generates the consent information 72 using the user 
specific number 91 of a user proper. The device 
number (device number of the proper given to the 
computer) is used for this conventional method as a 
user specific number 91. It enciphers and software is 

70 stored in the software storing mediimi 71. Moreover, 
as consent information 72, a user's proper l^ey is 
generated fix)m the \iser specific number 91, the 
software decode key 82 is enciphered with this proper 
key, the consent information 72 concerned is 

75 generated, and it stores in the software storing 
mediiun 71. By receiving sale of the encryption 
software 73 stored in the software storing mediimi 71, 
and the consent information 72, a user decodes the 
encryption software 73 for the software of a plaintext, 

80 and performs this. The conventional configuration 
and actuation of drawing 14 are e^qilained briefly 
below. 

[0004] Drawing 14 shows the eijqjlanatory view of the 
conventional technique. In drawing 14 , the software 

85 storing medium 71 is the medium which stores the 
consent information 72 which enciphered the 
encryption sofi;ware 73 and the sofl^ware decode key 
82 which were enciphered, for example, a 
magneto-optic disk, and is a medivun of the object 

90 whichaviserpvirchasesfix>masaleside. 

[0005] The consent information 72 is information 
which decodes the encryption software 73 and is made 
into the soflware of a plaintext, and enciphers the 
soflM^are decode key 82. The encryption soflware 73 

95 enciphers software. There are the individual key 
generation 81, the software decode key 82, an 
encryption circuit 83, etc. in the sale side of consent 
information. The individual key generation 81 
generates the individual key of a \iser proper based on 
100 the user specific nimiber (for example, device number) 
91 of a user computer. The softAvare decode key 82 is a 
key for decoding the encryption software 73 for the 
software of the original plaintext. The encryption 
circuit 83 is a circuit which generates the consent 



information 72 which enciphered the software decode 
key 82 with the individual key of the user proper 
generated by the individual key generation 81 . 55 
[0006] Moreover, there are the user specific number 
5 91, the individual key generation 92, a decoder circuit 
93, the software decode key 94, a decoder circuit 95, 
etc. in the user computer by the side of a user. The 
user specific number 91 is a niunber of a proper which 60 
a user computer has, for example, is the device 

10 number. The individual key generation 92 generates 
the individual key of a user proper based on the user 
specific nimiber 91. A decoder circuit 93 decodes the 
consent information 72 read from the purchased 65 
software storing medium 71, and generates the 

15 software decode key 94. 

[0007] The software decode key 94 is a key for 
decoding the encryption software 73 and decoding for 
the sofbware of a plaintext. A decoder circuit 95 70 
decodes the encryption software 73 read ficom the 

20 software storing medium 71 based on the sofi:ware 
decode key 94, and makes it the software of the 
original plaintext. Loading of the software of this 
plaintext is carried out to the primary storage of a 75 
user calculating machine, and it is performed. 

25 [0008] Below, actuation is explained 

(l) In the consent side of consent information, the 
individual key generation 81 generates the individual 
key of a user proper based on the user specific nimiber 80 
91 which a user computer has. Based on this 

30 generated individual key, it writes in the software 
storing medium 71 by which the encryption software 
73 with which the encryption circuit 83 enciphered 
the software decode key 82, and enciphered software 85 
as consent information 72 was stored. 

35 [0009] (2) A user piirchases the software storing 
mediimi 71 by which the consent information 72 and 
the encryption software 73 were written in by (l), and 
equips a user computer with the software storing 90 
medium 71. Based on the user specific nimiber (for 

40 example, device number) 91 of a proper which a user 
computer has, the individual key generation 92 
generates the individual key of a user proper. Based 
on the individual key of this generated user proper, a 95 
decoder circuit 93 decodes the consent information 72 

45 read fix>m the piirchased sofbware storing medium 71, 
and generates the software decode key 94. Next, a 
decoder circuit 95 decodes the encryption software 73 
read fit)m the software storing medium 71 based on 100 
this generated software decode key 94, and generates 

50 the software of a plaintext. Loading of the software of 
this generated plaintext is carried out to a primary 
storage, and it is performed. 



[0010] 

[Problem(s) to be Solved by the Invention] The user 
specific number 91 is used for the conventional 
protection method of the configuration of drawing 14 
mentioned above, and the specific number of a 
computer or the specific number of portable hardware 
is usually used for it. Since the consent information 72 
win have given consent of activation to the computer 
and it becomes impossible to perform it only by this 
computer, when the specific number of a computer is 
used, even if it is a valid user, the problem that 
activation becomes impossible has arisen on a 
different computer. Moreover, transfer of software 
cannot be performed, either. 

[OOll] Moreover, when the specific number of portable 
hardware is used, the interface with the hardware 
itself and a computer needed to be established, and 
since the cost accompanying operation increases, the 
problem that operation becomes difficult has arisen. 
[0012] This invention aims at carrying out to the 
ability only of the dectronic data which the medium 
specific number was given to the medium of electronic 
data, the consent used to this medium specific 
number was given, and it was stored in the medium of 
normal, and consent gave being performed since these 
problems are solved. 
[0013] 

[Means for Solving the Problem] In order to attain the 
above-mentioned purpose, the electronic data 
protection system concerning invention of daim 1 In 
the electronic data protection system which protects 
the electronic data stored in the storage used with 
user side equipment based on the use consent fiom 
use consent person side equipment said storage The 
mediimi specific number which specifies the storage 
concerned as a meaning is stored in the enciphered 
encryption electronization data list. Said use consent 
person side equipment The electronic data decode key 
for decoding the encryption electronization data stored 
in said storage, A consent information generation 
means to encipher said electronic data decode key 
based on the mediima specific number stored in said 
storage, and to generate consent information. It has 
the write-in means which writes the consent 
information generated by said consent information 
generation means in said storage. Said user side 
equipment A reading means to read said consent 
information, encryption electronization data, and a 
medium specific niunber in said storage, A decode key 
generation means to decode said consent information 
based on said medium specific number, and to 
generate said dectronic data decode key. It is 



characterized by having an electronic data decode 
means to decode said encryption electronization data 
based on the electronic data decode key generated by 55 
said decode key generation means. 
5 [0014] Moreover, the electronic data protection system 
concerning invention of claim 2 In invention of claim 1 
said consent information generation means and said 
decode key generation means It has a medium proper 60 
key generation means to generate a medium proper 

10 key based on the medium specific number stored in 
said storage, respectively. Said consent information 
generation means It has further a decode key 
encryption means to encipher said electronic data 65 
decode key based on the mediima proper key 

15 generated by said mediimi proper key generation 
means. Said decode key generation means It is 
characterized by having further a decode key decode 
means to decode said encryption electronization data 70 
based on the medium proper key generated by said 

20 medium proper key generation means. 

[0015] Moreover, the electronic data protection system 
concerning invention of daim 3 In invention of daitns 
1 or 2 said use consent person side equipment It has a 75 
different electronic data decode key corresponding to 

25 two or more encryption electronization data stored in 
said storage, respectively. Said consent information 
generation means Only the electronic data decode key 
corresponding to the encryption electronization data 80 
to which use was permitted based on the medi^un 

30 specific number stored in said storage is enciphered, 
and consent information is generated. Said decode key 
generation means It is characterized by generating 
the electronic data decode key corresponding to the 85 
encryption electronization data to which said consent 

35 information was decoded based on said mediiun 
specific nimiber, and said use was permitted. 
[0016] Moreover, the electronic data protection system 
concerning invention of daim 4 is diaracterized by 90 
said storage memorizing said medium specific 

40 number in the format in which rewriting by said user 
side equipment is impossible in invention of claims 1, 
2, or 3. 

[0017] Moreover, the use consent person side 95 
equipment concerning invention of claim 5 In the use 

45 consent person side equipment which performs use 
consent of the electronic data stored in the storage 
used with user side equipment The dectronic data 
decode key for decoding the encryption electronization 100 
data stored in said storage, A consent information 

50 generation means to endpher said electronic data 
decode key based on the medi\xm specific number 
whidi specifies the storage concerned stored in said 



storage as a meaning, and to generate consent 
information, It is characterized by having the write-in 
means whidi writes the consent information 
generated by said consent information generation 
means in said storage. 

[0018] Moreover, the use consent person side 
equipment concerning invention of claim 6 is 
characterized in invention of daim 5 by to be equipped 
said consent information generation means with a 
mediimi proper key generation means generate a 
medium proper key based on the medium specific 
number which stored in said storage, and a decode 
key encryption means endpher said dectronic data 
decode key based on the mediimi proper key 
generated by said medium proi>er key generation 
means. 

[0019] Moreover, it carries out the use consent person 
side equipment concerning invention of daim 7 being 
equipped with a different electronic data decode key 
corresponding to two or more encryption 
electronization data whidi store in said storage in 
invention of daims 5 or 6, respectively, and said 
consent information generation means endphering 
ordy the electronic data decode key corresponding to 
the encryption dectronization data to which use was 
permitted based on the medixmi specific number 
stored in said storage, and generating consent 
information as the description. 

[0020] Moreover, the xise consent person side 
equipment concerning invention of daim 8 is 
characterized by said storage memorizing said 
medium specific number in the format in which 
rewriting by said user side equipment is impossible in 
invention of daims 5, 6, or 7. 

[0021] Moreover, the user side equipment concerning 
invention of daim 9 In the user side equipment which 
uses the electronic data stored in the storage based on 
the use consent bxan use consent person side 
equipment A reading means to read the medium 
specific number which specifies the storage concerned 
as a meaning, and the consent information endphered 
by the endphered encryption electronization data list 
in said storage. It is characterized by having a decode 
key generation means to decode said consent 
information based on said medium specific nxmaber, 
and to generate an electronic data decode key, and an 
electronic data decode means to decode said 
encryption electronization data based on the electronic 
data decode key generated by said decode key 
generation means, 

[0022] Moreover, the user side equipment concerning 
invention of daim 10 is characterized by to be 



equipped said decode key generation means with a 
medium pinoper key generation means generate a 
medium proper key based on the medium specific 
number stored in said storage, and a decode key 
5 decode means decode said encryption electronization 
data based on the medium proper key generated by 
said medium proper key generation means in 
invention of claim 9. 

[0023] Moreover, the user side equipment concerning 
10 invention of claim 11 is characterized by for said 
decode key generation means to decode said consent 
information based on the medixmi specific number 
stored in said steerage, and to generate the electronic 
data decode key corresponding to the encryption 
15 electronization data to which use of two or more 
encryption electronization data stored in the storage 
concerned was permitted in invention of diEdms 9 or 
10. 

[0024] Moreover, the user side equipment concerning 
20 invention of claim 12 is characterized by said storage 
memorizing said medium specific number in the 
format in which rewriting with the user side 
equipment concerned is impossible in invention of 
claims 9, 10, or 11. 
25 [0025] 

[Function] According to invention concerning this 
claim 1, the mediiun specific number which specifies 
the storage concerned as a meaning at the enciphered 
encryption electronization data list is stored in the 

30 storage. Use consent person side equipment An 
electronic data decode key is enciphered based on the 
medixmi specific number stored in the storage, and 
the consent information which generated and 
generated consent information is written in a storage. 

35 With user side equipment Consent information, 
encryption electronization data, and a mediiun 
specific nimiber are read in a storage. Since it 
considered as things so that consent information 
mi^t be decoded based on the read medium specific 

40 ntimber and encryption electronization data might be 
decoded based on the electronic data decode key which 
generated and generated the electronic data decode 
key Only the encryption electronization data which 
were stored in the storage of normal and were able to 

45 give consent from use consent person side equipment 
can be used with user side eqmpment. 
[0026] Moreover, while enciphering an electronic data 
decode key based on the medium proper key which 
generated and generated the mediimi proper key 

50 based on the medium specific nvmiber stored in the 
storage according to invention concerning claim 2 
Since encryption electronization data are decoded 



based on the medium proper key which generated 
and generated the medium proper key based on the 
55 medium specific number stored in the storage, code 
reinforcement of an electronic data decode key can be 
made stiU higher. 

[0027] Moreover, according to invention concerning 
daim 3, a different electronic data decode key 

60 corresponding to two or more encryption 
electronization data stored in a storage is formed ia 
use consent person side equipment, respectively. 
While enciphering only the electronic data decode key 
corresponding to the encryption electronization data 

65 to which use was permitted based on the medium 
specific ntunber stored in the storage and generating 
consent information Since the electronic data decode 
key corresponding to the encryption electronization 
data to which consent information was decoded based 

70 on the medium specific number, and use was 
permitted is generated, it can respond, also when it 
stores two or more electronic data in one storage. 
[0028] Moreover, according to invention concerning 
daim 4, since [ a storage ] a medium specific nimiber 

75 is memorized in the format in which rewriting by user 
side eqmpment is impossible, it can prevent the 
imauthorized use which copies the encryption 
electronization data memorized to the storage to other 
storages. 

80 [0029] Moreover, the electronic data decode key for 
decoding the encryption electronization data stored in 
the storage according to invention concerning daim 5 
is formed. Since an electronic data decode key is 
endphered based on the mediimi specific nimiber 

85 which specifies the storage concerned stored in the 
storage as a meaning and the consent information 
which generated and generated consent information 
is written in a storage Consent caii be given only to 
the encryption electronization data stored ia the 

90 storage of normal. 

[0030] Moreover, since [ according to invention 
concerning daim 6 ] an electronic data decode key is 
endphered based on the medium proper key which 
generated and generated the medixmi proper key 

95 based on the mediimi specific number stored in the 
storage, code reinforcement of an electronic data 
decode key can be made still higher. 
[0031] Moreover, since it carried out forming a 
different electronic data decode key corresponding to 
100 two or more encryption electronization data stored in 
a storage, respectively, endphering only the electronic 
data decode key corresponding to the encrj^tion 
electronization data to whidi use was permitted based 
on the medium specific number stored in the storage, 



15 



20 



25 



and generating consent information according to 
invention concerning claim 7, also when it stores two 
or more electronic data to one storage, it can respond. 55 
[0032] Moreover, according to invention concerning 
5 claim 8, since [ a storage ] said medium spedfic 
nximber is memorized in the format in which 
rewriting by user side equipment is impossible, it can 
prevent the unauthorized use which copies the 60 
encryption electronization data memorized to . the 
10 storage to other storages. 

[0033] Moreover, the medium spedJ&c number which 
specifies the storage concerned as a meaning fiom a 
storage according to invention concerning daim 9, The 65 
consent information enciphered by the enciphered 
encryption electronization data list is read. Since 
consent information is decoded based on the read 
medium specific number and encryption 
electronization data are decoded based on the 70 
electronic data decode key which generated and 
generated the electronic data decode key Only the 
encryption electronization data which were stored in 
the storage of normal and were able to give consent 
finom use consent person side equipment can be used 75 
[0034] Moreover, since [ according to invention 
concerning daim 10 ] encryption electronization data 
are decoded based on the medium proper key which 
generated and generated the medium proper key 
based on the medium specific nximber stored in the 80 
storage, code reinforcement of an electronic data 
decode key can be made still higher. 
[0035] Moreover, since [ according to invention 
concerning daim 11 ] consent information is decoded 
based on the medium specific number stored in the 85 
storage and the electronic data decode key 
corresponding to the encryption electronization data 
to which use of two or more encryption electronization 
data stored in the storage concerned was permitted is 
generated, also when it stores two or more electronic 90 
data in one storage, it can respond. 
[0036] Moreover, according to invention concerning 
claim 12, since [ a storage ] said medium specific 
number is memorized in the format, in which 
rewriting with the user side equipment concerned is 95 
impossible, it can prevent the unauthorized use which 
copies the encryption electronization data memorized 
to the storage to other storages. 

[0037] Drawing 1 is drawing showing the prindple 
block diagram of this invention, and, specifically, a 100 
medium 1 stores the mediinn specific number 12 and 
50 the consent information 13 of a meaning on the 
endphered encryption electronization data 14 and the 
mediimi proper concerned in drawinf y 1 . 
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[0038] The individual key generation 21 and 31 
generates a medium individual key fix)m the medium 
specific number 12. Encryption 23 endphers the 
electronic data decode key 22 with a medium 
individual key VWth a medium individual key, decode 
32 decodes the consent information 13 and generates 
the electronic data decode key 33. With the electronic 
data decode key 33, decode 34 decodes the encryption 
electronization data 14, and generates the electronic 
data of a plaintext 

[0039] This invention writes the encryption 
electronization data 14 beforehand endphered with 
the mediimi specific number 12 of a meaning in the 
medium 1, as shown in drawmgj . Are a coiisent side 
and the individual key generation 21 generates a 
medium proper key based on the medium specific 
nxunber 12 of the meaning of a medium. Encryption 
23 endphers the electronic data decode key 22 with 
this medium proper key A mediiim proper key is 
generated on a basis, the mediimi spedfic number 12 
into which it writes in a mediimi 1 as consent 
information 13, and is a use side, and the individual 
key generation 31 read this endphered data from the 
medium 1 - The consent information 13 which decode 
32 read with this medivma proper key is decoded, the 
original electronic data decode key 33 is generated, 
the encryption electronization data 14 which decode 
34 read with this electronic data decode key 33 are 
decoded, and it is made to make it the electronic data 
of a plaintext. 

[0040] Moreover, an electronic data decode key 22 
different every encryption electronization data 14 
stored in one mediimi 1 is matched. Only the 
electronic data decode key 22 of the encryption 
electronization data 14 which are a consent side and 
permit use is endphered with a medium proper key, 
respectively Only the encryption electronization data 
14 corresponding to the consent information 13 which 
stored in the medium 1 as consent information 13, is a 
use side and was stored in this medium 1 are decoded, 
and it is made to make it the electronic data of a 
plaintext. 

[0041] Moreover, he is a use side and is trying to write 
in the medium spedfic number 12 of the meaning of a 
medium proper with the gestalt which is not 
rewritable. Moreover, he is trying to endpher the sort 
wear or the various data fan alphabetic character, an 
image, voice data, etc.) which operate a calculating 
machine as encryption electronization data 14. 
[0042] Therefore, by giving the medixun 1 which 
stores the encryption electronization data 14 with the 
gestalt which cannot rewrite the mediimi specific 



number 12 of a meaning, and giving the consent 
which uses electronic data to this medium specific 
nvunber 12 While being able to enable use of only the 55 
encryption electronization data 14 which it was stored 
5 in the medium 1 of normal, and consent gave, transfer 
of the electronic data stored in the medium 1 is 
enabled, and it can be used, being able to load another 
computer with the medium 1 concerned. 60 
[0043] 

10 [Example] Below, drawuig 13 is used from drawing 2 
and the configuration and actuation of the example of 
this invention are esiplained to a detail. Here, the 
software used for a computer is explained to an 65 
example below as an example of the electronic data 

1 5 explained by drawing 1 . 

[0044] Drawing 2 shows 1 example block diagram of 
this invention. In drawing 2 , the software storing 
medium 11 is a mediimi which stores the software 70 
which a consent side permits to a use side, for 

20 example, are media, such as a magneto-optic disk 
(disk with the capacity of hundreds of M hytes thru/or 
several G bytes). The medium specific number [ not 
being rewritable ] 12, the consent information 13 75 
which gives consent of software to a use side, and the 

25 encryption software 15 which enciphered software are 
stored in this software storing medium 11 like 
illustration. 

[0045] The medium specific number 12 is a nvunber of 80 
a meaning medium proper [ that it is not rewritable to 

30 the software storing medium 11 ]. This medixun 
specific number 12 is written in the field which a user 
cannot rewrite, and it may be made for OS to manage 
it, and also although it is called OS, once it writes in 85 
beforehand in the form which is not rewritable or 

35 writesin,itmaybeimcorrectable. 

[0046] A consent side is the information which gives 
consent of software to a use side, and the consent 
information 13 is code data which decode the 90 
encryption software 15 here (it explains in fiiQ detail 

40 using drawings and drawing 7 ). 

[0047] The encryption software 15 enciphers software 
(it explains in full detail using drawing 5 from 
drawing 3 ). The individual key generation 21, the 95 
software decode key 24, encryption 23, etc. are formed 

45 in the computer by the side of consent. 

[0048] The individual key generation 21 generates a 
medium individual key based on the mediimi specific 
number 12 read fix)m the software storing medium 11 100 
(it explains in fiall detail using drawing 6 ). Encryption 

50 23 enciphers the software decode key 24 with the 
medium individual key generated by the individual 
key generation 21. This enciphered code data is stored 



in the software storing medium 11 as consent 
information 13. 

[0049] The individual key generation 31, decode 32, 
the software decode key 35, decode 34, etc. are formed 
in the computer by the side of use. The individual key 
generation 31 generates a mediimi individual key 
based on the medium specific number 12 read from 
the software storing medium 11 (it explains in full 
detail using drawing 6 ). this - the individual key 
generation 21 by the side of consent - the same - a 
medium individual key is generated. 
[0050] With the medium individual key generated by 
the individual key generation 31, decode 32 decodes 
the consent information 13 read fix)m the software 
storing medium 11, and generates the software decode 
key 35 (it explains in full detail using drawings ). 
[0051] Wiih the software decode key 35, decode 34 
decodes the encryption software 15 read from the 
software storing mediiam 11, and generates the 
software of a plaintext (it explains in full detail using 
drawing 8 ). Software of this generated plaintext is 
performed. 

[0052] Hereafter, the configuration and actuation of 
drawing 2 are e3q)lained to a detail one by one. 
Drawing 3 shows the flow chart at the time of 
software storing of this invention. This is a flow chart 
when storing in the software storing medium 11 the 
enoyption software 15 and the enciphered consent 
information 13 which created software and was 
enciphered. 

[0053] In drawings , Si creates software. This creates 
the software (various user programs) which a 
manufacturer stores in a software storing medium. S2 
creates a software cryptographic key. 
[0054] S3 is matched with software and stored in a 
cryptographic key managed table. This is matched 
with the software cryptographic key managed table 4 
of drawing 5 like illustration, and the software name 
of the software created by Si and the cryptographic 
key created by S2 are stored, and it generalizes and 
manages it. 

[0055] S4 performs ejection of the software 
cryptographic key corresponding to the specified 
software. This takes out the software cryptographic 
key corresponding to the software name stored in a 
software storing mediimi Scorn the software 
cryptographic key managed table 4 of drawings . 
[0056] S5 is the software cryptographic key taken out 
by S4, enciphers the software of a plaintext and 
generates encryption software. As shown in drawing 
4 , this enciphers the part of the body of software with 
an encryption key among the created software name 



and the body of softvvai^, aiid creates a software name 
and the body of encryption software like illustration. 
Using DES etc., substitution and bit transposition are 
repeated and the code at this time enciphers, as 
5 explained to the lower berth. 

[0057] S6 stores encryption software in the storing 
medium by the side of a manufecturer. This saves the 
encryption software enciphered once, this saved 
encryption soft^^are is taken out after next time, and 

10 it omits encryption. 

[0058] S7 reads encryption software and stores it in 
the software storing mediimi 11. S8 distinguishes 
whether the encryption software stored in the 
software storing mediimi 11 finished. In YES, it ends. 

15 In NO, S7 is repeated, it carries out and sequential 
storing of the encryption software of the directed 
software name is carried out at the software storing 
medium 11. 

[0059] It is made the encryption software which 
20 created software and enciphered this by the above, 
and this is stored in the software storing medixim 11. 
Drawing 4 shows the example of encryption of the 
software of this invention. 

[0060] (a) of drawing 4 shows the situation of the code 

25 of software. Here, the software name which performs 
a role of an identifier is stored in a header. This header 
is not made into the object of encryption. It considers 
as the object of encryption, it enciphers with an 
encryption key, and the body of software creates the 

30 body of encryption software. The encryption at this 
time uses DES (Data Encryption Standerd) like 
illustration. This DES repeats substitution and bit 
transposition and performs a code. 
[0061] (jj) of drawing 4 shows the situation of 

36 encryption. According to DES, like illustration, 
encryption enciphers with an encryption key and 
generates the 64-bit same bit string about a 64-bit bit 
string. Decode is. decoded to the 64-bit original bit 
string with a decode key. 

40 [0062] Drawings shows the example of storing of the 
encryption software of this invention. In drawing 5 , 
the software cryptographic key managed table 4 is a 
table which matches the created software name and 
the created cryptographic key, and carries out 

45 generalization management, as mentioned already by 
drawings . A64-bit cryptographic key is carried out to 
the software name which gave "ENC" showing 
software being enciphered at a pair, respectively, and : 
it stores in this software cryptogpraphic key managed 

50 table 4. 

[0063] Hereafter, actuation is explained. 

(l) Take out a software cryptographic key fiom the 



software cryptographic key managed table 4 about the 
plaintext software which it is going to store in a 
55 software storing medium. 

[0064] ® Encipher plaintext software by the software 
cryptc^raphic key to which the encryption circuit 41 
was passed. Encryption is enciphered using DES of 
drawing 4 . 

60 [0065] (3) Store the enciphered encryption software in 
the software storing medium 11 as illustration 
encryption software 15. It carries out repeatedly imtil 
it ends about all the plaintext software that had this 
specified. Under the present circumstances, what is 

65 necessary is to take out this saved encryption software 
from next time or subsequent ones, and jxist to store in 
the software storing medium 11, once it saves the 
enciphered encryption software. Moreover, the 
mediimi specific number 12 is a meaning number 

70 peculiar to the software storing medium 11, as 
mentioned already, and it is written in in the form 
[ not being rewritable ]. Moreover, the ayptographic 
key of the concerned cryptographic key [ a decode key 
and ] stored in the software cryptographic key 

75 managed table 4 corresponds, when an object key 
number is used for the algorithm of encryption. 
[0066] By the above, about plaintext software, the 
software cryptographic key which corresponds fcom 
the software cryptographic key managed table 4 is 

80 taken out, it enciphers using this, encryption software 
is created, and it stores in the software storing 
medium 11. 

[0067] Drawing 6 shows the generation flow chart of 
the consent information on this invention. This is a 
85 flow chart which generates the consent information 13 
which the software which it is going to permit 
enciphered, and is stared in the soflware staring 
medium 11. 

[0068] In drawing 6 , Sll inputs the software name 
90 which it is going to permit S12 picks out a software 
decode key from the decode key managed table 5. This 
picks out the decode key of the software name which 
is going to give consent finom the software decode key 
managed table 5 of drawing 7 . 
95 [0069] S13 performs ejection of a medium specific 
nimiber. This reads the medium specific number of 
the software storing mediimi 11 which is going to 
wnte in consent information. Sl4 generates a 
mediiim individual key. As indicated on ri^t-hand 
00 side, this generates the medium individual key 
enciphered with the private key about the mediimi 
specific number 12 of the plaintext read from the 
software storing mediimi 11, or generates the medium 
individual key enciphered with the secret algorithm 



about the medium specific number 12 of a plaintext. 
[0070] With a medium individual key, Sl5 enciphers a 
software decode key and generates consent 55 
information. About the software decode key of a 
5 plaintext, it enciphers with the medium individual 
key generated by Sl4, and this generates consent 
information, as indicated on right-hand side. 
[0071] S16 stores the enciphered consent information 60 
which was generated by Sl5 in the software storing 

10 medium 11. By the above, the medium specific 
number 12 is read fix)m the software storing medium 
11 which stored the encryption software 15, a mediimi 
individual key is generated, the consent information 65 
13 enciphered and enciphered with this mediimi 

15 individual key about the software decode key is 
generated, and it stores in the FUTOWEA storing 
mediimi 11. It means that this had stored the 
encryption software 15 and the enciphered consent 70 
information 13 in the software storing medium 11. 

20 [0072] Drawing 7 shows the generation e^lanatoiy 
view of the consent information on this invention. In 
drawing 7 , in case the soft:ware decode key managed 
table 5 decodes the encryption software 15 and 75 
decodes it for the software of a plaintext, it matches a 

25 required software decode key with a software UEA 
name, and manages it The same decode key as the 
software cryptographic key managed table 4 
explained by drawing 5 is stored in this software 80 
decode key managed table 5. A 64-bit softrtvare decode 

30 key is stored in a pair corresponding to the sofiiware 
name which gave "ENC" showing being enciphered 
here, and each softjware. Actuation is explained. 
[0073] (l) When selling consent information to a use 85 
side, read the mediimi specific number 12 fix)m the 

35 software storing mediimi 11 first. This read mediimi 
specific number 12 is inputted into the individual key 
generation circuit 211, and a medium individual key 
is generated (Sl4 reference of drawing 6 ). 90 
[0074] (2) The software decode key of software which 

40 it is going to seU to the next is picked out from the 
software decode key managed table 5, input into the 
encryption circuit 231, encipher with a medium 
individual key, and generate the illustration consent 95 
information 13, This consent information 13 makes a 

45 pair consent information enciphered as the software 
name which gave the identifier showing the 
enciphered purport of ENC, and stores it in the 
software storing medium 11 as consent information 13. 100 
Here, a software decode key and the algorithm (or 

50 private key) of the individual key generation circuit 
211 protect with a safe means. 

[0075] By the above, a consent side generates a 



medium individual key based on the medium specific 
number 12 read from the software storing medium 11, 
enciphers a software decode key based on this 
medium individual key, and stores it in the software 
storing medium 11 as consent information 13. 
[0076] Drawing 8 shows the flow chart of software 
decode of this invention. This is a flow chart when 
equipping a calculating machine with the software 
storing medium 11 which the use side purchased, 
carrying out loading of the software to a primary 
storage, and performing it. 

[0077] In drawings , S21 receives the run command 
of software. S22 performs ejection of the medium 
specific number 12 from the software storing medium 
11. 

[0078] S23 generates a medium individual key. This 
generates the medium individual key enciphered with 
the private key about the medium specific nimiber 12 
taken out from the software storing medium 11 by 

522, as indicated on ri^t-hand side. Or a secret 
algorithm generates the medium individual key 
enciphered firom the medium specific number 12. 
[0079] S24 is the medium individual key generated by 

523, decodes the consent information 13 read from the 
software storing medium 11, and generates a software 
decode key. As indicated on right-hand side, this is the 
medium individual key enciphered by S23, decrypts 
the consent information 13 which is a cipher, and 
generates the software decode key 35 of a plaintext 
[0080] S25 reads encryption software 15 firom the 
software storing medium 11. S26 is a software decode 
key, decodes the encryption software 15 read by S25, 
and generates the software of a plaintext. As indicated 
on right-hand side, about the encryption software 15 
of a cipher, this is decoded with the software decode 
key 35 generated by S24, and generates the software 
of a plaintext. S27 carries out software activation. 
[0081] A medium individual key is generated finom the 
medium specific number 12 taken out firom the 
software storing medium 11 by the above 
corresponding to the software run command, the 
consent information 13 which picked out this medium 
individual key finom the software storing medium 11 
on the basis is restored, the software decode key 35 is 
generated, the encryption software 15 taken out firom 
the software storing medium 11 with this software 
decode key 35 is decoded, and the software of a 
plaintext is generated. It becomes possible to carry out 
loading of the software of this plaintext to a primary 
storage, and to perform it. 

[0082] Drawing 9 shows the explanatory view in the 
case of the program of this invention. This is an 
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^lanatoiy view in the case of a program as 
electronic data, (a) ofdi-awingf) shows a whole block 
diagram. 

[0083] In (a) of draaangO , a magneto-optic disk 6 is a 
medium which stores an encryption program etc is 
equavalent to the software storing medium 11 'of 
drawing2 , and stores the medium specific number 12 
the consent information 13, and the encryption' 
program 16. This magneto-optic disk 6 is purxirased 
from a consent side, and optical-magnetic disc 
equipment is equipped with it. Besides this 
magneto-optic disk 6, you may be storages, such as an 
optical disk, CD-ROM, FD and HD, a magnetic tape, 
and a cassette tape. 

15 10084] At the time ofprogram instruction activation, a 
program loader 61 carries out loading of the decoded 
program which corresponds fiom a magneto-optic 
disk 6 to a primary storage 63, changes it into the 
condition which can be performed, and is the 
processing section equipped with the key generation 
Gndividual key generation 3l) mentioned already, 
decode (decode 32 and 34), etc. here. 
[0085] A primary storage 63 is RAM (memory which 75 
can be written) for developing the program of a 
plaintext which the program loader 61 took out fiom 
the magneto-optic disk 6, and decoded. 
[0086] Below, according to the sequence shown in the 
flow chart of (b) of drasgng^ . actiiation of tiie 
configuration of (a) of drajvmgj is «q)lained. In Ob) of 
diawing_9 , S31 receives program insbuction 
activation. 

[0087] A program loader 61 finds an executive 
program, takes out S32, and it decodes. S33 carries 
out memory expansion on a primary storage. This 
35 develops on a primary storage 63 and changes into the 
condition that it can operate the program of a 
plaintext decoded by S32. 

[0088] Program execution of S34 is carried out. Pro 
URAMU of the plaintext developed on the primary 

40 storage 63 by S33 is performed, (c) of drawingO shows 
the activation explanatory view of the soflware 
(program) in a \rser computer. 

[0089] (1) A user computer takes out the medium 
specific number 12 fiom the software storing medium 
45 11. and generates the medium individual key inputted 
and enciphered in the individual key generation 
arcmt 311 (S23 reference of d^win^S ). 
[0090] (2) About consent information 13 like the 100 
illustiation taken out from the software storing 
medium 11, a decoder circuit 321 decodes with the 
medium individual key generated by (l), and 
generates a software decode key 351 Gt corresponds to 
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the sofiware decode key 35) like illustration. 
[0091] (3) About the encryption software 15 taken out 
from the software storing medium 11, a decoder 
circuit 341 decodes with the software decode key 351 
generated by (2), and generates the software 
(program) of a plaintext Software (program) of this 
plaintext is developed and performed to a primary 
storage 63. 

[0092] Here, the encryption software 15 with which 
the consent information 13 is not stored cannot be 
decoded, and cannot be performed. Moreover, there is 
no medium specific number 12, or when the software 
stonng medium 11 is copied to the injustice of other 
media, since it differs, the right software decode key 
351 cannot be decoded fiom the consent information 
13, and as a result, encryption software cannot be 
decoded for the software of a plaintext and cannot be 
performed. In addition, on a user computer, the 
algorithm of the individual key generation circuit 311 
or a private key, the generated software decode key, 
and the decoded plaintext software protect with a safe 
means. 

[0093] DrawingrlO shows the explanatory view in the 
case of the data of this invention. This is an 
explanatory view in the case of voice data etc. as 
electronic data at alphabetic data (text), such as data, 
for example, a publication etc, a notation, image data! 
and a pan. 

[0094] (a) of dragongiO shows a whole block diagram. 
In (a) of drawing 10 , a magneto-optic disk 6 is a 
medium which stores encryption data etc is 
equivalent to the software storing medium U of 
^^wmg2 , and stores the medium specific number 12 
the consent information 13. and the encryption data' 
17. This magneto-optic disk 6 is purchased from a 
consent side, and optical-magnetic disc equipment is 
equipped with it Besides tiiis magneto-optic disk 6, 
you may be storages, such as an optical disk,' 
CD-ROM, FD and HD, a magnetic tape, and a 
cassette tape. 

[0095] The RAV module 64 is the processing section 
equipped with the key generation (individual key 
generation 31) which stores the decoded data which 
correspond fiom a magneto optic disk 6 in a primary 
storage 63, and mentioned them already here at the 
time of a lead insti^ction execution, decode (decode 32 
and 34), etc. A primary storage 63 is RAM (memory 
which can be written) for storing the data of a 
plaintext which the lUW module 64 picked out fiom 
the magneto-optic disk 6, and decoded. 
[0096] Below, according to the sequence shown in the 
flow chart of (b) of diaa3ag_10 . actiiation of the 



configuration of (a) of drawing 10 is explauied. 
[0097] In (b) of dra\ving 10 , S41 carries out 
application activation. S42 executes a data reading 55 
instruction. The BJW module 64 finds data, reads and 
5 decodes S43. S44 is stored on a primary storage. S45 
performs display of data, and playback. 
[0098] By the above, when there is a reading 
instruction of data by S42, the EAV module 64 takes 60 
out and decodes the enotyption data 17 from a 

10 magneto-optic disk 6, the data of a plaintext are 
generated, and this is stored in a primary storage 63. 
And it takes out finom a primary storage 63, and 
display as a character string of a publication on a 65 
display, an image is displayed, or it generates as voice. 

15 Below, actuation of the E/W modiile 64 is explained to 
a detail. 

[0099] (c) of drawing 10 shows display4>layback 
explanatory view of the data in a user calculating 70 
machine. 

20 (l) A user calculating machine takes out the medium 
specific munber 12 firom the data storage medium 111, 
inputs and enciphers in the individual key generation 
circuit 311, and generates a medium individual key 75 
(S23 reference of drawings ). 

25 [0100] (2) About consent information 13 like the 
iQustration taken out fix)m the data storage mediima 
111, a decoder drcuit 321 decodes with the medium 
individual key generated by (l), and generates a data 80 
decode key 352 (it corresponds to the software decode 

30 key 35) like illustration, 

[OlOl] (3) About the encryption data 17 picked out 
fi[t)m the data storage medium 111, a decoder circuit 
341 decodes with the data decode key 352 generated 85 
by (2), and generates the data (alpliabetic data, image 

35 data, voice data, etc.) of a plaintext. The data of this 
plaintext are stored in a primary storage 63, and it 
displays as the character string of a publication, an 
image, and a notation on a display, or generates as 90 
voice. 

40 [0102] Drawing 11 shows the case where it applies to 
a ROM/RAM mixture mold magneto-optic disk. The 
magneto-optic disk of a ROM/RAM mixture mold has 
like illustration the field in which user rewriting is 95 
impossible, the field which can be written, and a 

45 read-only field / field only for R/W. Therefore, the 
medium specific nimiber 12, the consent information 
13, and the encryption software 15 are stored in these 
fields like illustration. Since this writes the medium 100 
specific number 12 in the field in which user rewriting 

50 is impossible, the peculiar mediimi specific number of 
the magneto-optic disk concerned can be given, and 
protection of this invention can be aimed at. 



[OlOSj DraNAorig 12 shows the example in the case of 
storing the consent information on this invention in 
other storing media. In this case, only the medium 
specific number and encryption software of a meaning 
peculiar to a softv^'are stoiing medium are beforehand 
stored like illustration. And consent information is 
stored in another consent information storing medium. 
This is an example in the case of writing beforehand a 
mediimi specific number and encryption software 
(encryption data) in the medium without the field 
written [ CD-ROM ] in, and writing the consent 
information which gives consent of the CD-ROMs 
concerned etc. in the consent information storing 
media (for example, FLOPPY etc.) in which another 
writing is possible. 

[0104] Drawing 13 shows the explanatory view in the 
case of storing two or more software of this invention 
in the medium of one sheet. This is an example in case 
two or more software (or data) is stored in the mass 
media (a magneto-optic disk, CD-ROM, etc.) of one 
sheet and carries out individual sale. In this case, 
software decode keys 1 and 2 ... Consent information 1 
and 2 enciphered with the medium proper key about 
N, respectively ... N is generated and it stores in the 
software storing medium 11. And a user is the 
encryption software 1 and 2 stored in the software 
storing medium 11... K the software name of purchase 
hope is notified to a consent information sale side 
among N, it enciphers with the meditmi individual 
key which generated the software decode key 
corresponding to software irom the medium specific 
number, and a consent information sale side is stored 
in the software storing mediiun 11 by making this into 
consent information. A user uses the encryption 
software which equipped with this software storing 
medium 11, and was purchased by making it the 
software of a plaintext, decoding. On the other hand, 
evenif auseris goingtouse software without consent 
information, he cannot decode encryption software, 
and he cannot use it. Moreover, since the medimn 
specific number of the software storing mediima 11 
cannot be copied even if it copies the consent 
information on other software storing media 11, right 
decode cannot be performed. This becomes possible to 
perform individual sale of software. 
[0105] 

[Effect of the Invention] As explained above, according 
to invention concerning claim 1, the mediimi specific 
nimiber which specifies the storage concerned as the 
enciphered encryption electronization data list at a 
meaning is stored in the storage. Use consent person 
side equipment enciphers an electronic data decode 



key based on the medium specific number stored in 
the storage, and generates consent information. The 
generated consent infonnation is written in a storage. 55 
With user side equipment Consent infarmation, 
5 encryption electronization data, and a medium' 
specific number are read in a storage. Since it 
constituted so that consent information might be 
decoded based on the read medium specific number 60 
and encryption electronization data might be decoded 
10 based on the electronic data decode key whidi 
generated and generated the electronic data decode 
key The effectiveness that the electronic data 
protection system which can use only the encryption 65 
electronization data which were stored in the storage 
15 of normal and were able to give consent icom use 
consent person side equipment with user side 
equipment is obtained is done so. 

[0106] Moreover, while enciphering an electronic data 70 
decode key based on the medium proper key which 
20 generated and generated the medium proper key 
based on the medium specific number stored in the 
storage according to invention concerning daim 2 
Since it constituted so that encryption electronization 75 
data m^t be decoded based on the medium proper 
25 key which generated and generated the medium 
proper key based on the medium spedfie number 
stored in the storage The effectiveness that the 
electronic data protection system which can make stiU 80 
hi^er code reinforcement of an electronic data decode 
30 key is obtained is done so. 

[0107] Moreover, according to invention concerning 
daim 3, a different electronic data decode key 
cartesponding to two or more encryption 85 
electronization data stored in a storage is farmed in 
35 use consent person side equipment, respectively 
While enciphering only the electronic data decode key 
corresponding to the encryption electronization data 
to which use was permitted based on the medium 90 
specific number stored in the storage and generating 
40 consent information Since it constituted so that the 
electronic data decode key corresponding to the 
encryption electronization data to whidi . consent 
information was decoded based on the medium 95 
specific mmaber, and use was permitted mi^t be 
45 generated The effectiveness that the elecbonic data 
protection system which can be corresponded also 
when it stores two or more electionic data in one 
storage is obtained is done so. XOO 
[0108] Moreover, tiie effectiveness that the eledronic 
50 data protection system which can prevent the 
unauthorized use by which the encryption 
electronization data memorized to the storage are 



copied to other storages since it constituted so that a 
medium specific number might be memorized in the 
format in which rewriting [ according to invention 
concerning daim 4 ] according [ a storage ] to user side 
equipment is impossible is obtained is done so. 
[0109] Moreover, the eledronic data decode key for 
decoding the encryption eledronization data stored in 
the storage according to invention concerning claim 5 
is formed. Since it constitiited so that an eledronic 
data decode key might be endphered based on the 
medium specific number which specifies the storage 
concerned stored in the storage as a meaning, consent 
infonnation might be generated and the generated 
consent infarmation mi^t be written in a storage The 
effediveness tiiat the use consent pereon side 
equipment which can give consent only to the 
encryption electronization data stored in tiie storage 
of normal is obtained is done so. 
[0110] Moreover, since according to invention 
concerning daim 6 it constituted so that an eledronic 
data decode key might be endpheied based on the 
medium proper key which generated and generated 
the medium proper key based on the medium specific 
number stored in the storage, tiie effediveness that 
the use consent person side equipment which can 
make still higher code reinforoement of an eledronic 
data decode key is obtained is done so. 
[0111] Moreover, according to invention concerning 
daim 7, a different electronic data decode key 
OHTesponding to two or mare encryption 
eledronization data stored in a storage is formed, 
respectively Since it constitiited so tiiat only the 
electronic data decode key corresponding to the 
encryption eledronization data to which use was 
permitted based on tiie medium specific number 
stored in the storage might be endphered and consent 
information might be generated The effectiveness that 
the use consent person side equipment which can be 
corresponded also when it stores two or more 
eledronic data in one storage is obtained is done so. 
[0112] Moreover, the effectiveness tiiat the use 
consent person side equipment which can prevent tiie 
unautiiorized use by whidi the encryption 
eledronization data memorized to the storage are 
copied to other storages since it constituted so tiiat 
said medium specific number might be memorized in 
tiie format in whidi rewriting [ according to invention 
concerning daim 8 ] according [ a storage ] to user side 
equipment is impossible is obtained is done so. 
[0113] Moreover, ttie medium specific number whidi 
specifies tiie storage concerned as a meaning fiom a 
storage according to invention concerning daim 9, The 



consent information enciphered by the enciphered 
encryption electronization data list is read. Since it 
constituted so that consent information might be 
decoded based on the read medium specific number 
5 and enciyption electi^onization data might be decoded 
based on the electronic data decode key which 
generated and generated the electronic data decode 
key The effectiveness that the user side equipment 
which can use only the encryption electronization 

10 data which were stored in the storage of normal and 
were able to give consent irom use consent person side 
equipment is obtained is done so. 
[0114] Moreover, since according to invention 
concerning claim 10 it constituted so that encryption 

15 electronization data might be decoded based on the 
medixmi proper key which generated and generated 
the mediimi proper key based on the medium specific 
nimiber stored in the storage, the effectiveness that 
the user side equipment which can make still higher 

20 code reinforcement of an electronic data decode key is 
obtained is done so. 

[0115] Moreover, according to invention concerning 
claim 11, consent information is decoded based on the 
medium specific number stored in the storage. Since 

25 the electronic data decode key corresponding to the 
encryption electronization data to which use of two or 
more encryption electronization data stored in the 
storage concerned was permitted was generated and 
the method configuration of things was carried out 

30 The effectiveness that the xxser side equipment which 
can be corresponded also when it stores two or more 
electronic data in one storage is obtained is done so. 
[0116] Moreover, according to invention concerning 
claim 12, since the storage was constituted so that 

35 said medivim specific number might be memorized in 
the format in which rewriting with the viser side 
equipment concerned is impossible, it does so the 
effectiveness that the user side eqmpment which can 
prevent the unauthorized use which copies the 

40 encryption electronization data memorized to the 
storage to other storages is obtained. 



45 [Translation done.] 
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Japan Patent Office is not responsible for any 
damages caused by the use of this translation. 



1 This document has been translated by computer. So the translation may not reflect the original precisely. 
2.**** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 
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(54) mmo>^»i mi'toy'-d^fmi'XT-A. ^vnemtmn^jzxmmmimti 



(57) [1$i^FiS*©ffiH: 
r. 

3 nfc^K«$8«rfffEiBlt«»{CSt iitJSji^Si . 
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^L-ctuiBSTYbT^-f^^ii^^-r-stx^ii^^ 

Si . H?i2ffl-^il^fiS#S(CJ; 9 Sfefi!^3^^/cm■?•^b7^- 
m-^{b7'-^'m-^#l8i. 

i*^l#^a<!:■rsli^^^bf - df«aii^;^-?-A. 

it'f-- dfm-^^Bg^^b-r ^.m^siBt-^b^m* 3 etc 



ItSi i T Sif^S 1 * fctt 2 ic^a^m'Ht^- iium 
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m^m 1 0 ] msmnm^^^mit. isseiat^f* 
[fs^s 1 2 ] Suiaiattiif*}*, ^Si^ffl^di^g-c 

SCi^^»i^4^^9. 1 0*/c»l l{Cfa48<D 
[0 00 1] 

[0002] yvv^ I T«— flaa^ic ^ t:-im^xi> 
{'P«©pgiSBSe>(cagi%0. ctx^ay-futr^A^ 

[000 3] 

40 [ae*©S^I5] 663^, •:^a^^A-Pmi-tiim^. #{cv 
^«C, ^— tf@W©:3.— tf@w#-^9 i*fflt,»t:sl=^ 

^7 2?ritfiR-rs:^5K*i*s. c©fie*©:^sca, ^- 
•tf@w#^9 1 tvxfct^imsmn (n^mmici^^ 

^fbtrv7 h>^^rtSM?ei(*7 ifcfes^-r^. */c. 

i*^tf?R7 2 t U-C. :3.— !f@W##9 1 *:>P>i-if© 
SW^^^fiSL. C©@Wli^V7 h^#g|8 2*Bi^ 
^fcbr^^f|=g^7 2*^L, v:7^■^;ir^^i 
50 »7 1 KtS^-rS. JL— tftt. V7 h'i;*r«^jS^^7 



(3) 

5 

C 0 0 0 4 ] 0 1 4 fie^JI5©ift?«S«:mT. 0 1 

SSmtyy y^:^71 3*jJ:i>'v:7 hrn-^HS 2^Bg-^ 
ibUfcitSt9«7 2?rtSiWrSja{l*> fc<i:^«3fefi5mf' 

[0 00 5} i¥^#B72«. Bt-^{bV:7 h'i'iT7 3 

7 ha^HS 2 %Bi#<bL/i:«>©-C*-2>, Bg-^bV7 F 
"?*r7 3{3:. h>^;*T5:Bg-^{bL//c4>0-C&S, 
i¥^ti?B©Sg5SiiJK«, fflJSiJSIitfiSS 1. ha^il 

8 2*jJ:iyfiii-^<bllK8 3«ci-*i*s. fflSflii^eRs 1 

9 1 ?:«><i:tCJL"1f@W©ll«IJSi5:4^fiE-r.i.fc©f 
V7hffl^8 2«. Bf^<fcV7 h'i»xr7 3% 

7c©¥:*:©v:' i-'?xr{c«^-r.5fc*©ii-c*s. Bt 20 

miHlSSS 3». V7 h«-^8 2*. fflSlJil^fiS8 1 
KJ: -^-cSfefiSOfca— ifHW©{iSiISI«:J: o-csf-^bU 

[0006] */c. a-iffflij©a-ififg;^«:«. a- 
-»f@W#^9 1 . ilSlJii3fe)iS9 2 , «^|51gS9 3 . V7 

hffl-^g|9 4> *sJ:D-*fI-^lHl889 5fj:i'Ai*^, :z— »f 
@W#-^9 1«- :x— !ftf-©^*5f#o@W©S#-C*>o 
X. /ci;it3;Slg#-^-C4)S. <l«iJii^9 2«. a- 

•tcaws-^Q 1 *«>itc. 3.--*f@«©fisiiiii&^-r 

?>fc©-C&So m-^HSSg 3«. WAL)tV7 h'^7xT 30 
mW<«<*7 l*i€.^*aL//cSKtSf87 2*«-^L. V 
7 h«-^ii9 4*^fiS^*fc©-C*S. 
[0 007] vy h«-^ii9 4(S. Bg-^lbV7 h"i;xT 

7 3*a-^Lr¥5:©v7 (-•:7xT«:aws/<:i6©fi 

«^lsl!g95». v:7 h«[#li9 4*4>i{C. 
h'^?xTtS^^g»7 i*^6S!^ffiofcBimy>' h 
■?xT73>£a#0. 7C©^3t©y7 h-^xTCCT^S^) 

©■c4>s. c©¥S:©y:7 h'i'xT*, a--tm»ii© 

[0 00 8] oiffc. ttf^KotJ-ciJiaj-rs. 40 
( 1 ) ft^1ffR©^^ffllJ«. :3.— !fitSL®©}#'3:a-if 
HW»^9 l*fe<k{C. <18lJSi^BS8 1 *Sit— !f HW© 
il^iM^r^^-r^. C©4fiScl.fc<lSi)il*fcitc. Bg-^ 
IblsISgS 3*JV7 hm-^8 2*Bi^{bL. l¥^tS$87 

2<i:i,ry7 h-^xr^Bt^lbo/cBi-^^by^ h<5xr 
7 3*sts»j3nifcv7 v^:>.Tmmmi \ tcstii 

[0 00 9] (2)JL— tf«. (1) ■Cg^=Stt«7 2fc 

J:cXBi#<byy h'^xT7 3©S*iA*n/cyy y^s. 

T^mmi 1 ^BSAu. y:7 V'^=^Tvmmwi i ?r so 



4$i*3 0 7 3 5 9 0 

6 

*S©}#-pHW©a— ;f@:g## (/ci^li^as-^) 9 
1 «r ^ t K . a — tC @W©<lSiJil«r3fefiS-r ^ . a-^HK 
9 3?!»5C©3fefiSL'fc:i-1f@W©fi)3iJii?:^>i{C, BSA 
L-/cy7 h"i»xT^»Sj«f*7 l*^*E)^*tBb/ci*^$g 
IZ'kmnL. y7 hffl-^9 4«:3&RE-r-S. o^{C. 
«-^[ilSg9 5*iC©^eEb/cyy h«^ii9 4=&t<!: 

y 7 I- ■^7 X r^mmw 1 1 *^ e^is^ta i, tcv^mt^j 
yh't>:c7 7 3^m^L. ¥S:©y7 ^•i>xr%^-r 
•5.. C ©ifiX L fc^35c©y 7 h -i; X T ^ilBetc a -7* 

[0010] 

[^?a*5»?9iL<fc^<!:rSSgi] ±j^Lit01 4©1tBK 

©et*©ffis:^rs:«, a-if@ws^9 1 ^ffli^rfc 
0. a^S*tfmii©@^S^*St,>{itt^oJtl^c>'N- K 
■JxTOHWS^^rfflC^rCi^. it»«l©HWS#«:ffl 

l^/clt^K«. ft^tfffK7 2«, ltm!SK:>ttb-r||?T© 

ls±T«^?f *5^tfe i i^c i c ^ -5 Pfl®*j* i;r l> 
*/c. y 7 h't;xT©iijgfc-c#^ctr^. 
[0 0 1 1 ] «^fiE^c>'^-^->^7xT©HW#^ 

[0012] ^:^B^«. C*ae>©pgS=Sr»^^^/c«!), 
m-i^^b7^-^j©i«i*K:i«{*HWS-^*}tfci±. c:©j«f* 

*^oi^^©^Afcm^Hb7'-^©*Sl^f^«6t 

[0013] 

[s®^M^-rsfcsb©#s] ±feaw?r3i^-r-5/c 

i«^511©^BJ«:*i3!l><=>m-?-{b7'-:SffieS5^X7^A 

■i^bf'- *<seffli«F^«W^g*> ^©^^fiF^K:S-^ 
rffi^-r-s>mT-fb7'-d'«s>'^7-A{c*5i,>-c> mrtBiB 
^.mmt . b L- /cBt-^{ bS^^bf'- ^^lE 

itr'-i'^m^-riyfciixDm^itT'-i'Wmmt. mis. 



[0014] ttc. n^2<Dm^K:ifiip^W¥-it^~ 

mt. m^mwm^m^^mic <fc fj ^ s titcmi^m 
[0 0 1 5 ] */c. n^m3(omMici}-^iPi>wf-it7'~ 

T'-^wmm^m^. m^mm^m&.i6i.^mi. mibib 
tm^tctgiw 1/ fcm{^mm%mcm'^K^x^m^fm $ 

<0*^>&Bf^{bLTI*gttf8*^fi£L,. BUiB«-^^^ 

ms.. «fiBj«ftew»#«c»-:Ji,>rB!riBi*i=^«f8*m# 
s^^b7"-:5f»^ii*3tfig-r.sc:<t*!Rf®i-r-s. 

[0016] *fc. ^3?S4©^W{c*^3!P-2.m^=-{b7='- 
**:^Wfie3&?^S:-CB?IBiitt@^##?rlBtiT €> C i 

a«:teur, BufaiB^.*gi*{ctss^LfcBt-^{b«-T-<b7"- 
^ ^mn-t^tcuxomi-itr'- ixmnrnt , icriBiBtt^ 

^«:a-:JC > -CBaiBS^^ b-?- 3f a-^H^ffg-^f b L Tl^^ 
^SfcJ: »5 *J!)c^nft:f|^tt««rBinBiB«j««:«:S*ii 
[0018] Sft:. l»*^6CD^|g«:*>*^^fiMI^=^# 

[0019] ii^7©^B^K:AiA^^,^i*|F^^ 
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BuiaiBttmfc^ifiSL/cilttHWS-^tcS 

s-?{fc-r- ^s-^©*?r^{buri*gt««^^-r 

( 0 0 2 0 ] S/c. i«^:^8®^Bj{c*i*>S^«j:^^ 
fiiJ^a^. ii5R:«5. 6S/c{i7©^?g{c*jt,»-c. MIB 

gBlS«(*«. B!riBfieffl*flPi$|gK:<fcs«*§^*!;Fpiti 
Aj:}gs-CB?rfeiSttHW#^4iB«r s c t i -r 
^. ■ 

[0 02 1 ] 3Sfc. iS^9<D^I8«:3!P7!P5ffiffl«ffllI^ 

fflij^a3!ii6©ftMt^{ca-tJ(,>r€^-r-5ffiffl#ffl!^a 

{Cfcl^r. friBfBtgJi»*>6^KS!fSjiifl:*-S{c!^^ 

o'tc^-^^bsn/cit^tffs^^^Bxe^ax^Si, suib 
«ift:@W#-^{cs-3tir BiriBfi=gtfi8«r«# urm^^^b 

xm^tsmtmiHtT'-^^mnr^m'f-itf-itmn 
[0 0 2 2 ] tfc. mntm 1 o<DmMici>)^i)^^mm^m 

m&it, iS5S59©IEHjcc*j(<»-c. mriBa^il^fig^ig 

«. mmn^mm^ic^mvftmi^mmmmcm-rsi.^xm 

iBBt-^t^-T^bT'- $ *«^-r h t§mms.n^m t . * 

[0023] s/c. 1 1 <o^mK.iy>iPhmm^m 
^a«. ii^9*fctti o©^?gK:*jtir. HuiB«^ 

s-^t^-cfuiBrp^s^&a^ur. ^^BSii»{c^»^ 

5*i/ta!K©Bt-^fbS^bf=-if©^ ^©^^ffnlS 

[ 0 0 2 4 ] mm 1 2 ©^?g{c*^*i-sffiffl^fflij 
^a«. li^^g. ios/c{*i 1 ©^Bj«:*ji,ir. Iti 

[0025] 

•rsi«(*@WS^?:IB^»K:fgfi^Lrte#, 

•CS^4b7'- ifS#^*Bi#{b L -C^^^^r^fiJEL . 
^C-ycfF^fg^SriBt^^tca^ji*, ^ffl#fflJi?g 
-C«. iB^«i«:*^6it^f?8. Bf^^b^TfbT^-^fteJ; 

S-^Ci-Ci^^$g?r^-^L/rm^{b7"-5'ffl-^il«r^fi£ 
I.. ^L/c«iRb7^-^'«^i|{cS-:Jl»-C^^{bm^^ 
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[0026] ttc. m^m2icipi)^i>Hmic^rnt. le 

[0 0 27] ii^3K:*>35PS^Bj(cJ:n«. ^ 
^«^*^cal^o«^l:7'- ^ ?rt8iW-r SiS^Jc fc^fiE^ s 

[0028] S/c. i»^lM4«:*:>*>-5^Hj{cj:n«. 13 

:i^iE€E«?rP;5Jh-r C t *5-Cgf 
[0 029] *fc. iS*B5«:*>*iS^J(CJ:ntf, IB 

[0 0 3 0] ttc. m^m6ici}^*^^mMic^tiii. ib 
^mmc^mLfcmwm^^mcm'^t.^xm^mmm^ 

[003 1 ] »*«7{c*'*>sisiDjfc<fcn«. BE 
if^im^itbxifmnm^-ri>ct t Ltcox. - 

[0032] S/c. fS^8(c*>*^.2,^Bj«;J;n«. IB 
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[0033] Sfc. i»^319(C*'*iS^Bj(Cj;n«. IB 

^. Bf#^b$nfcBi#{b^^Hbf='-f Jio'tcBf^fbsn 

t»rB¥^t»«*«#L'rii^Hbf'-^«#li**^L. 

10 ^u/cmT-^bf'-i'm^^ccS-^i^-cBg-^lb^^bT' 

- if s c i i L /c©r . imotmmwKA^m 

[0034] Sfc. W^JI 1 0 (CA>A^SI%B^KJ;ntf. 

'f-^^w.^t^ctt\yfc(Dx. mi^it^-nm^m 

[0035] n^m 1 1 «:7!F>!&>si6W{cj:n«. 
20 iE^mmc^mutcm»m^mmcstsi^xffmmn=?: 
a-^L-c. ^KfaiSjfiE«^tc*§jft3nfca!B[©Bg#fbm^ 
f k?'- i» © 5 ^ ©ffiffl^^Djs nytBt-^^bs-T^bT^- f 
«c>pfic:-r sm^{bf=- f c i i u/c© 

[0036] 1 2 «:3tr>3&iSlfe?3KJ:ti«. 

IBttma. ^^<^ffl^ffli|^a-c©»tM^*5:T:orseJ&: 
ffJSe-CBiFiBi««i@W##?rialSt- i>CttLfc<DX. IB 

ftSifttciBtftL fcBg#^bm^Hb7'- if *f6©iatejei(*{c 

[0037] :a»figiC«. 0 1 :$:^Bj©J^mf£0 

mm^ 1 2 *j<fco-fiF^t»« 1 3 ^^mt^ h<ox$>i>. 
[0038] msm&m2 i . 3 i b> i«»Hw*# 1 

2 7!>^6jSS(*<iSi]il=&^fi£-r.2.4>©-CS)«,. Bi^^b2 3 

it. mwmsmicj:^xm^t7'--^m^m2 2^ff§^ 
itr%i>(ox$>^. m^32it. mt¥mnmicj;:-z,x^ 
mmm simmyxmr-itr-i'wmms 

40 'S,fe©t?*.5>„ a-^3 MT-^b7^-i'a^ii3 3iC 

j;orBg-^{b^^^bx-if 1 4*a#u. ^3t©m-T-<b 

[003 9] *l%H^{i, 0 1 6C^T<fc ^ (C, mi* I CC^ 

*-:g©jS5(*@w#-^ 1 2 tmcvsmtLtcsimtM^ 
<b7=-if 1 4^:«*ii^■c*J*. i*«flw-c<i«ijffl5fe^2 

1 i)mi*(D-M(Dmf*m^mn i 2 * 4> i tcji^swii 

Bg#{b2 3AiC©iS<*@;^giccJ;o-rm-?-<b 

y'--i>m^m2 2^mmtb. ccommtufcT^-^^k 
50 ^31 amt* 1 *^ e.sgi^ji^^f<:j«(*@w#-^ 1 2 i 
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^m3 3(^^^xm^J^^fc^^itm^ty'--^ 1 4^ 

[004 0] ^fc. — :>(Djsift 1 ^i&mt ^f^mtm^ 
itr-^ 1 4m«:mti:^mi^ty'-^m^m2 2 ^n^t 

^Bf-^ftm^tx-^ 1 4<D<;??^>irm^u. ^:S:(DmT-{t 

[ 0 0 4 n if /c. 1 2 

c^^o is/c. Bf^fbm^bf"-^ 1 4itr. ttSL«* 
[ 0 0 4 2 ] sfor . ^^^tw^^t'f- ^ 1 4 ^t&jwr 

^^{* 1 1 2 ^«^#x.:iF'prtgfj: 

[0 04 3] 

[ 0 0 4 4 ] H 2 *^H^cD 1 mmm\sm^7r>r^ . 
'^umm^^^ 1 2 . mm\^ vvv^:x. rm^m^ 

-^x^lt^tt^l 3. feJ:CXvy hO:«:T^0g-^^bL/c 
[0 045] 1 2 ti. yy h :t.rts^iffi 

1 1 ^m^m^'^<^u-mmvmmo:>^^x^:h. 
c(owimmm^m 2\%. :^-^fm^m7L^m^m, 

[0046] flp^ffi 1 3 i*^J*5^fflii9tcy h 



(6) ?5i*3 0 73 59 0 

12 

[0 04 7 ] Bt-^by^ h-^xT 1 vyh^:tiT 

6) o it^®)coit»^^W. flJ5iJa^^2 1. yy hffi 
-^2 4. Bg^{b2 3i^j:i^^C:r-S». 
[004 8] m^m^f&2 1 ti. y y h -t? xr=f§S^» 

^{b2 3 {t. msm^f&2 1 k: J: -:>T^$ti/cigi*(i 

10 im(>c^-yx. vy hm^m2 4^mmtri>h(Dx$> 

[0049] ^mmconnmt^^t. msm^m3 i . m 

^3 2. yy hm^m3b. m^3Atj:^^m^^. m 
mmm}&3 yy h»i;xrtss^fti if)^i^m^m 

(ox^^ me^mi^^xm^r^) „ cnts. mm^m 
m%^im^2 1 ii^D. mi^mmm^^r^. 

[0050] m^3 2 ^t. f@^(J^^3 1 t^<^^x^m 

20 $ tifcmf^mmm^'C j: o . yy h^:^ r^mmw 1 1 
hm^mLfct^mmm s^m^v. yyhm.^m35 
^^^r^h(Dx$>^ ms^m^^xmm^^) » 
[oo5i]ffl^34«. yy hm^m3b^^^x. 

yy h^:^r^^mmw\ i-^^^m^ti^OfcV^mtvy h 
(oxh^ ims^mi>xm^r^) « c<o^guLfc^:Sc 

[005 2 ] lUTv 02CD^^:tectC^S!lf^^Jl|i;JCi¥JfflJC 

ift?g*rSo S3«. *^<Dyy h'^;xrtS3W^(Dy n 
30 -^-^--h^n^To cms. y y h«^xr:^f^^LTBf 
^{bb/cBg-^fbyy h^^^^r i 5*><J:c>'Bf-^^bL//trf^ 
tffBi3^. vy h«^xrtgJW*«i*i i{ctg»w^B#or) 

[0 0 5 3 ] S3cc:tecir. s ui. yyh»:7xr^f^ 

[0 0 5 4] S3«. yy h»t^xT^*fl£^-:5t:r, ffg^gi 

40 h^:cr<oyy x.r^t. s 2xi'^f&LfcBmmt 
/c<b^«S5oyy h*j;xreg-^ilgSf'-yjU4 

[005 5 ] S4«. mmLfcyy h't?xTCC*tlSL'/c 

yy h-^xTBf^cDgxomL^tf^o cnti. yy h 
r^ffljStttcfSjW'T'S y y h X r^kim-r-s y 
y h'^'xTBg^ii^. mbcoyy h':^:^rBg^m'smr' 
-y'JiyAf)^hWLK>mT. 

[0056] S5«. S4X^WLK>miyfcyy hO:^rm 
nmx. W-S:(oyy h •^xr^Bg-^ibU. Bg-^fbyy h 

50 "^xT^^T^. Ctl». /c<!:X.fciS4{C7i^t- cfcO 
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T*(**f'pRR-r.S. C<D<!:#©Bg-^«, DES^ci'^ffl 

[0 05 7] seict. ^"ijmo^^mmwicmmtyy 

[0 05 8] S7«, Bf^jhV7 h>t»xT^^i5fiii=c. 

V 7 h -i; X r^saTOft 1 1 (clSfi^TS, S 8 y -7 h 

■j'xT^iWiSflJi iK*am-r-5Bg-^fcy7 h-^/xTAs^j 

iDo/cA^WSiJ-r-So YEStDJS^tCJJ, i^7-r.5.o NO 
CDiS^cc«. S 7^rSS«3iIUf(,». Jg^Stifcy h -i; 

X r^<os§mtv ^h-^xT^v^h-i/x Tt&iWJ«(* 1 
[0 0 5 9] t(±{cj:or. y7 h-^xT^i'P^orc 

■i?xrtSWJ«i*l 1 fC+SS^-rSo S4«. 2|£|l?g©V7 20 
[0 0 6 0 ] a4<D (a) V7 h -i/xrCDBf-^tDfiS 

if ^y:7 h'i»xr«)5:i'=&tsffl-r^<, co'Ni'i^ij. eg 
mtoldmiLfii^, y:? h'i;xr*:Wi. Bg#<k©>Pt 

©J; ^ (C , D E S (Data Encryption StandercO^fflt^ 

C©DES». «S?:ttf^. h^*«|«3jEU. Bg# 
*tT^„ 30 

[0 06 1 ] m4(o (b) ». ^mt<Dm^^7r:-r, at 

#{t«. DES«:J:ntf. 0^©J:5K:64bi t<Dt: 
64 b i t<Dt:v hm^fiR-r^. m-^glKJ: 

or7c06 4b i KDifv h9>JK:«-^f -5. 

[0 06 2] 05«. ^^^BCD^-^-fby^ h':7xT0DtS 

-•?';i/4«. sa-cetaofci^fc. fPfiSi//tyy 

7— yiU-C*^. C©yy h'^xTBg-^'ga7^-:/;l/ 40 
4«:«, yy i-'^xrjJSBg-^^bsnrc^SCi^ra-r 
"ENC" *f=t^i/fcyy h-^xT^i. *n^e'n6 4 

[0 06 3] WT. ffitlffCCOt^TSiBJT.S, 

(1) yy h':>xrtsw«ttK:ts«ftoj:^>i-r-&¥Scy 
y h-t/xTtcoi^r. yy h'i^xTBi-^Wffif--:?";!' 
4*>e>yy h'i;xTBg^ii^ffiOtb-r. 

[0 0 64] (2) Bg^bll8S4 i3!»5S$tvfcyy h-? 

xrBg-^^{cj;-,-c. ¥3tyy h-^xT^rBg-^fbT-s. 

Bf^{b». fci^l*04©DES4ffll»rBg#{b-r-5. 50 
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[0 06 5] (3) Bg^{bL/cBif^ibyy h't'xT^y 
y h'i'xrts^««(*i 1 icm^BSmtvy h-i^xr i 5 
i ox^mir?>. c nirjgjes n/c:^r©¥:S:y y h 
xrccoi^r^^TTSS-c^OilUf c©^, — 
®. Bi^^bl/fcBt^^byy h-i^xT^^^-riiti. -Xm 
imtfthcomwhtc^mtyy h-i/xr^BXOmbr 
yy h-t/xTtSiWiSW:! i «:miW-rn{i<fc(,^. */c, i« 
«fHWS-^12«. KaiL/i:J:'5{cyy h-^xTtSS^jS 

-c«#jisnt:c^s. s/c> yy h'^xTBg-^ii^af' 

[0 06 6] t^±(cJ:or> -sp^^yy F-^xTtcot^ 
■c. yy h'^'xTBg^itgffiT— y;i'4*:>e)te^T-5y 
y h-f xTBf^ii^KOttiu. cti4ffli,»riig#{b4tT 
o-cBg-^fbyy h-^/xT'&f'^fiRU. yy h>?xTtSiWiei 

[ 0 0 6 7 ] E 6 ». *l%?3©rF^fR©*^y a - ^ 
•f-h^^-r, cn«, i'F^0J;e><!:-r.2>yy h'i7xr 
©ag-^{ b L- fci*^?8 i3**(Sb. yyf-"^x rtSiW 
icctSfi^-rsya-g^^-h-c*^. 

[0 06 8 ] 06(C*JC^-C. Sll«, s¥^L<fc'5i-r 

^yy h"i;xTS?:A:^-r-5.o si2«> m^m'^mr- 
-y;u5J;f). yy ha-^^^motHf. cn«. 07 
©y y h X r y^i/ 5 *>6^^*-^^ J: 

^i-rsyyh-i^x T:&(Dm^mim. o m-r , 

[0 06 9] S 1 3«. j«*@W#-^©aX«3 Wb^tT 

5. cn«. SF^««rS*ji«>^<trs. yy h-^x 

Ttgifti«t* 1 1 (Dm»mmm^^mif>-tiiT. s 1 4 

iSftfflSiJSI©^fi)t?:tf'5. cn«. :6ffliJK:iei8b/cJ:^ 
{c . y y h -^7 X T*SiWJift 1 1 *> t.K*ai L. /c¥X©l« 

2{c-3t»t:. a»5TJi'=f'JXAK:j:-,-CBg-^'(bL/cJi«J 
[0 07 0] S15». «(*fi?iMccj;-,-c, yyh« 
iBtSbfccfc^cc. ^5:©yy h«-^ll«:ot,>r. si 4 

[0 07 1 ] S 1 6«. SI b-C^l^fciS^tVfcWf 

mmm^ y y h x r^mmtt: i i ic^mr «±(c 

.fco-c. Bg^^byy h-l^xTi 5?:*S)WL//cyy t-'i'x 

Ttsfi^}«» 1 1 a^^mimmm^ 1 2 ^^i^fiiiLxmw 

mwm^^is. L . y y h m-^iiK: ^ t c <Dm»msm 

■CBt-^fbo. Bg-^^bi/fc^^« 1 3 4^^bt:y h >> 
xTteiWJgfti icc^Sififrrs. cn«:j:*3, Bg^{byy 
h>i7xT 1 5toJ:o-Bg^{bbfci*^f8l 3«:vy h-^ 
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^» cccc«, Bg^^b^nrii^ci^^T "enc" 
^ti^Lftvy h':;:^T^t. ^ti^tKOvy h^:t.r 
dcMftLX B 4 1:1 y ho^yyhW.^M'k^TtrcmfiT 

COOTS] { 1 ) fp^f $g^i^ffifflJtcM^^^lg^. 
©S 14#BS) . 

[0074] (2) -o^^^ mmv<i:^t'r^vyh^ 
c^Tcoyy h^M^m^yy h•^xr^S-^wsr'>-:/;^ 

Sr'Ht-^{bL. ^.i^i^^ffRl S^^r^^-r^o C(Dmm 

r^L. yy h^:^T^mmi^i K^tmmmi 3tL 

[0 07 5] t^±6cj:or. fF^ffliJti. yyh^:s.r^ 

t^mmm^^L. c<Dmiimmm^i>ti^. yyhm 
nm^^n^t Lxyyh^:^ T^mma^ 1 1 (>c^mm 

[0 07 6 ] ms{t. :i:^m<Dyy V ^ :r,Ttm(oy u 

t^^iicu-y"^ >^LxmTr^^^(Dyu-^^- h 
x$>^^ 

[0 0 7 7 ] 08^c*jiir. S2i«. yy hO:tir(D 
m^if^i^irfWL^. s 2 2 yy h^:^ rtgjWiii* 

1 1 ^^^Mim^m'^ 1 2 (Dm «3 ffi L ^tf ^ o 

[007 8] S 2 3 jSft<iJ3lMCD^^?f Ctl 
*iffll(ciBt8L/ci:^JC, S2 2rv:7 h'^:xr«»J 

[0 07 9] S24«. S2 3r^L/c«ft<i^iM 

-c. yy hOciir^mmi^i ii)^fbm^aLfmmm 
i3^mm.. yy hmnm^^^-r^^ cn«. ^sm 
cciBigL/c<fc^{c. S2 3r'Bg-^<bL/c^<*fi«iiglr\ 
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^3 5^^^T^o 

[008 0] S2 5». yy h-i^xTtSSSiSftl 1^6 

^-^fbyy h'i7:,:Tl 5©^<5^iA^^tf^o S2 6tJ. 

y::? hm-^sr. s 2 5'C^^3A^/c^-^^byy h'j^x 
rib^m^L. ¥3^c7>yy h-^xT^^^-r^, cn 
(3:. .^McciBtsu/cJr^cc, Bf-^^^coBf-^^by y h -^^c 
Tisccoc^r. S2 4-c^L:feyy Fffl^si3 5r* 
H^U. ^3^<Dyy F»^7xT^*ffi'rSo S2 7». y 

10 [0 08 1 ] «±k:j:or. y y h O :^rmn^^(^M 

jZLx. yy h^:xiT^mmt^i if)^fbmK^ti^Lfcmi^ 
^i>t^yyh^:yir^mm^i ii>^^m^mLfcwm 

^mi3^mjtLXyy hm^m3 5^^jS,L. ccoy 
yhm^m3 5(rcj:^x. yy h'^*rt&ss«if*i i^j^^* 
e)KOffib/cBt#{byy h»:7xr i 5^a-^br^:*:(D 
yy h^^xT^^T'Sa ccD^:*:cDyy h'^xT^i 

[0 0 8 2 ] a9«. *:^H^(Dy*n^5Acr>«^CDijiB^ 

20 m^^-r. cnts. m^br^^-^iLryn^^Aoia 
09© (a) ±{mfm^m 

■To 

[0083] S9(^ (a) ^:foCiT. 31c]S5^f^^ >^:5^ 6 
2Qyy h-^xTtSS^iKft 1 UcS^jcEf^^cD-C^D. 

mt^mmmm 2. i^^fgi 3. ^jcfco'Hg-^b^ny 

5o C(D3fe^am'r^;^5'6<Dfl6Cc. 367"-/ x^. CD- 
30 ROM. FD. HD. y\ ^-fe h f'-y^35:^ 

[0 0 8 4] y'n^j^^An-^e Ui. y^n^^A^^ 

^fBs^c. ym^T" ^ e-fj^i^tkmr^mmyfcy'a 

^y A^^tatt 63(cn-'r^>:yu. Hff "SJtg>^j:«.^ 
a*^3 1) . (S-^3 2. 3 4) J^j:i'^iiA/c«!i 
[0 08 5] iiBtg6 3«. yPi^^AD-^6 

SS^r ^ X >7 6 0 UJ Lxm^Lfc^:$:o:>y'u 
40 A^Mia*r^/ci6©RAM (^<55^^«^pji?6^&p'*y) x 

[0 08 6]o^cc. 09(0 (b) ©ya--^i.-h(c 
^t-JSmCcmv 0 9(0 (a) <D:S^(DKlf^^ittH^-r 

09CD (b) cc^ji^r. S 3 us. y'ny^A^^ 

[0 08 7 ] S3 2«. ypy^An-^6 1 jJ^^Htfy" 
Dy^AJ&B-:>C:frgX0a3U. mn^^o S3 3«. i 

50 ttm-r^o 
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[0 08 8] S3 4«, :7'ai/-7A||if-rS. S3 3r 
•5. 09<D (c) 13:> J^--tftf-&8|-e<D V :? h-^xT 

[0089] ( 1 ) =L-^nnmiv -p h xTtsiwjs 
883 1 1 icx:fjL. v§mtLii:m»msmi:^-ri> 

(S8©S 2 3#M) . 

[0090] (2) «^liIS83 2 1*1. V7 h-i/^cTtg 

1 H)^fbm<oaiL tcm^co^ ^ mfmmi 1 3 cc lo 

oi^r. ( 1 ) -C^JiSL/cJi»<lSiM{CctO^-^L. a 
^©i-^^cv:? f-r>*TS-^^3 5 1 (V7 hffi-^il3 

[0 09 1 ] (3) ffl^dSgS 4 lAi. h-^/xr+S 

t>r, (2) -c^L/cv^ h';;ccT«#ll3 5 KCJ: 

[0 092] C CTI', l^^tffg 1 3*itg^3nrt^:^Ct> 20 
iSH*©^iE«:3 e- L/fcii^fcW. !gif*g|W#-^ 1 2 *i 

7h>?xTa#«. «#l/fc^3S:V7 h>^xT«^& 
^©{Ccfco-C^S^^. 30 
[ 0 0 9 3 ] S 1 0 {J. ^^B^CDt"- $©tS^(Dg4B^a 

[oo94]iiio©(a)«, ^imm^^-r. m 

1 0® (a) (c*jc>-c. itmM7'-i:^f6it, mnit7= 
-5fJ5:i'?r1Slfi-r €>fe©-c*)or, ia2©y7h'i7xr 
*S»4Si«: 1 1 K:*fl&-r S 4>©-C& *) . 1 
2. f^^tifgl 3. *5J:0-Bg^it7^-$ 1 T^tSWrS 

i'6©fl6tc, CD-ROM. FD. HD. 

[0095] R/W^i^a 6 4 «. y - F^<&Sltf 

3Eiete6 3«:*g8^-r-5>*)©-c*-p-c, cc-ec*. eii^o 

/cH^ «l»iJSi*fiS3 1 ) . (ffl^3 2. 3 4 ) 
i-;U6 4*S3tiem7=^;^^6*»6K0ffiLrm-^L.fc 50 
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¥S:©7'-^^*sa^-rs/c«>©RAM 

[0 09 6] oarJC. HI 0© (b) ©7 0-5=- + - h 
«:^5^-rJ«rt5{ctiei^ 0 1 0© ( a ) ©«fiK©»|{'P*SiW 

[0097]S10©{b) {CteC^r. S 4 1 W. 7 ^ 

jltfr€>. S4 3». R/W*y*-;U6 4*!!7'-:J??r 
mow. ^»ji»^tt-^-r-5>o S4 4«. iSB^fCtSffll 

[0 0 9 8 ] U<±(Cj;-jr. S 4 2-C-7'-3ir©^<^3i^ 
^^*i*o/ti#tC. R/W-tt?jL-;l/6 4*1. ^tSSM 

¥3i©7=-f^^L. cn^iiBtt6 3fcfsa<)-rs« 
^or, iieise 3*>6BS(f5tai/-rf"-/;^yU'f±(cm 
JlS!B»©:i[^f»Jii/rs^ufc»). H^^*«^i/fc»3. « 

4©«jff€r»ttK:UiWf 

[0099]E10©(c)«. JL— »fgt»*S-C©7'- 
if©^S^/S^I5iBj0;S:^-r, 

( 1 ) ^— !ft1-#t8*S7^-if*SiW!«f*l 1 

2*«l"0WL-CfflSiKi*sJcIl!S3 1 IfcA:^ 

t. ^mthxmi^mTm^^iSi,ti> (H8©s2 3# 

[0100] ( 2 ) «#lHl8S3 2 1 t"- ^^mkW 
1 1 i*>e.|!l»)tHLfclilij^©<fc^«:fiF^$8l 3«:ot> 

r . (1 ) r^fiS u im.i^mhm.c J: t? u . 0^© 
j;^)&:7=-^a-^3 5 2 (yy ha-^a3 5K:MJi£-r 

[0101] ( 3 ) ffl-^HSSS 4 1 *i. 7=^- i^tSiB^t* 
1 1 l*>6IX9HiOA:Bi-^{b7^-5f 1 TCCPC^r. 

(2) ^^figL/cf'-3»«^3 5 2{CJ:D«#L. ¥ 

(^^7=-5?. iS^f'-i'. #?S7=-5?^c 
t") ?r^fiS-r*. C©¥3S:©f^-i'4iiaiS6 3tCtSiM 

0. f'.Y;^7'u^±ecffl«Si^©s:?^J. Hfla. iB#iix 

[ 0 1 0 2 ] El 1 1 «. ROM/R AMil^EMptSSmT^ 
Xi;(Cjgfflb/cli^*^-r, ROM/RAMiHSES© 

ge^r. cne.^Jii{cii7n©,fc^(c 

2. fF^ffil 3. Bg-^fcy^ h-i^xT 

-f ;^d'©HWAj:j«»H«S#*J5^. *j«l3©«g|*0 

[ 0 1 0 3 ] a 1 2 «. :$^qB©l*F^fBIR?:ffi©*SififiJ« 
»tctSi»irsti^©«»l*S^-r. c©ti^tc». 07n©J: 
^cc. y^ H-t7xTmiB^mcllW^c-.W.©idif*@^li= 
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n^mmw c/ci^^FLoppYJ^ci-) (^m^j^t^m 

[ 0 1 0 4 3 S 1 3 :^mM(Dm^<DVy h^l^O 

:^r^mm»i KfC^m^tixi^^mmtyy h 1. 2 

mr^^mtL. cti^mmmmtbryyh^:^r 20 
n i^mmb. mAUfcB§mtyyhK^:cr^ 
-1f«. ^mMm.<Otj:{.^yyh^:^r^mmi^<^^tl, 

-Lxi>. yy h^a^r^mmt^i i (omf^mmmm!)^ 

[0105] 30 

^b-r^-^j^m^a^sfe^u. ^figu/cmT-^bT^-^a^ 40 

gltcS-ui^TPf-^lbm^HbT^- d^^m-^^-S J: 

tmt^^^mLfcmi^mmm^ifcmr^i^xmi^m^m^ 

^f&Lfcm»mmm(^m'^\.>xm^itf'-'^m. 
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[0 1 0 7 ] ^/c. iS5jc:^3tC7!):.7^:»6^H^tcJ:tit^. <^ 

^tf"-- ^{c-e-ti-eti^tjs-r-SM^^-sm-T^bT^- 

^(<>x^m^m^^nTc^^itm^tr'-^^)^jtsr^ 
m^iti"- ^m^mo^^i^s^itbxw^mmm^^r 
mf^mms^(fcm-^i.^x¥^mmm^m^L 
xmm^w^-pi^tifcmmtmf'ity'-^f^Mftr^mi' 

xmi^mm^^^^Em•r^Jz^mfiLbfc(Dx. nmmi^ 

>^ A *s f# 6 n ^ i I ^ ^ ^ ^ -5 o 
[0109] ^fc. m^m5ict>tf^^mM(fC^ti\t. ib 

ml'it'f-^'a^m^Wii^x^^. tzmmmc^m\^fc 
mLU^mw^-M^^^r^mvmn^m.cm-^i.^x 
nl-^ty'-^1^^^m^^^itLxtmm^^^h. ^ 

[0 110] ^fc. m^m^^f)^i)^h§mt>cj;:ti\t. ib 
'^MW^^m\^fcmp^mm^^^cm-^\.^xmwmmm^ 
*^L/cigKft@W^jcX':5c>r^^'^bf^-^m 
-^^Bi-^Yb-r^cfc-^lfjSL/fctD'C. m^fbf"-^^-^ 

[0111] ^fc. n^.i\iCi}^tf^hm^i<c^nu. IB 
tt{®ftcctgs^r^ffiig[(Dffg-^{bm^{b7^-^cc-€-ti^n 

*fJCS"r^Mi^j:^mT{b-r--3?ig-^gi^^t:tr4o^. lEti 

/cBg^ib^T^bT^- ^ ^5*j£-r ^^^{bx- ^m^m<o 
^^Bg^{b uri^stf $g^^T -5 <t ^ Lfccor. 

[01 12] ^fc. %mm8(^i}^f)^^mM(^<^nu. la 

T'|gfB^«ft@W#^^iBlt-r'2>cfc^««U/c(7)-C. iStf. 
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[0 113] a*ig9(C3!p*.5^H^«:J:*i«. IE 

[0 114] ff*:Sl 0{C*>*^S^Bj{cj;ni3;, 

[0115] 1 1 K:*>*>SI%l§K:.tn«. 

«-^L-c. ^i^[i^te^«fl^{c^s^|«^3tl/cfflifc©l^f■^^bm^^ 

[0 116] */c. fi^JSl 2{cA^75^S^Bj{cJ:nii, 



[0 1 ] *^i§{c*3*isisa«fi£0-c*s. 

[02 ] ^^^iClfitft^ 1 Jlifi««l««E0-C*S. 
[S3] *^?a{c*>*>ay 7 h"i;xTtSiW^©7n-^ 

[S5] *^?atC*i*>SBt-^by7 h>t7*TCD^S»SPI|-C 40 
[06] 2f:^l8{C*>jJp as*^«0^fiS7 u-^^-V 
[07] *^ISK:*>*i^lt^$8CO^^B^0-C*.2>. 



[08] *:^Hj{C3j>3!»»Sy7 h-iJ^ra-^OD^D-?^* 
[09] *^Hj{C3!»ij!PS7*ni^-7A<Dti^©Sil30r* 

[010] :^m^Mic-h^tfti>^-^<om'^<Dmmm-cib 
[01 1] ROM/Rhum&M^WM.^ -t :^i^K.mm 

[012] 3p:|%?^|«:5!»>*»SflF^f8?:f6©IS!WJKft{C» 

[013] *^BJ{C*:.7!):.^a|gjV 7 h * 1 1^(©J«ft(CfS 

/s^-r^j©^©iftBj0-c*s. 
[014] m^wm<Dsmm'cibi>, 

I JSf* 

II V7 hi7*r*g»^i* 

I I I ^-^^mmnf. 

12 Ji{*HW»-^ 

1 3 fffsmm 

1 4 Bt#{bST-^b7=-^ 

15 Bg-^^bv:? h-fxT 

16 Bt^{b:?"ai/5A 

1 7 B§mt7=-^ 

2 1 liSIJ^^)i£ 

2 1 1 m^m^mm 
2 2 m^^t^-'umnm 

2 3 Bf-^-fb 

2 3 1 Hg-^{b(188 

2 4 yyhm^ 

3 1 mmm^f& 
3 1 1 mmm^m^ 

3 2 

3 2 1 mnmm 

3 3 m-T-^bf^-i^a-^ 

3 4 ffl-^ 

3 4 1 m-^llSg 
3 5 v:7ha#fl 

35 1 vyh'tfs^rm^m 

3 5 2 7=-ifm#a 

4 1 Bt^^b[HlS§ 
6 

6 1 p'ai'^Aa-d^ 

6 3 ilBtg 

6 4 R/W*i^:x-;l. 
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